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Multiplicative Noise for Data Masking

Introduction

* The perturbed value for measure X; of the ith individual is
Xi = Xi X Mi .
* M; is a random multiplicate noise, i.i.d. sampled from noise M.

« Multiplicative Noise scheme has uniform protection regardless of original
data value.

« Careful selection of M can lead to desirable statistical disclosure control
results, i.e.,

* remaining accurate statistical properties and
» avoiding value disclosure.



Multiplicative Noise for Data masking

Twin Uniform Noise Distribution

« Brackenbury et al (2020) proposed a twin uniform distribution for M
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Properties of Twin Uniform Noise Distribution

Disclosure risks and Shift

* Primary Disclosure Risk
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Properties of Twin Uniform Noise Distribution

Disclosure risks and Shift

« Primary Disclosure Risk
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* Primary disclosure risk can be eliminated
when setting «,,,;,, = 6.

Twin Uniform Scheme Disclosure Risk Twin Uniform Scheme Disclosure Risk
_ L 0 L L 1.0
g s
- 08 - 08
2 L]
D 040 4 e i . o .
2 2 o010
& 08 & 06
< @
2 04 g 04
I L 005 4 feereeii L
£ E
2 02 2 02
£ £
= b=

00 T : 00

T T T T T
01 02 03 04 01 02 03 04
Maximum Error Parameter (o) Maximum Error Parameter (c...,)
Probability of Disclosure below Level §=0.1 Probability of Disclosure below Level §=0.05



Properties of Twin Uniform Noise Distribution

Disclosure risks and Shift

« Primary Disclosure Risk « Secondary Disclosure Risk
o (O, o) = P <|X - X 5) _p <‘% - 1‘ B 5) « An issue of regression risk corr(X;, X;)
i H * Ma et al (2019) showed that a
= Plu(1 = 0) < M < p(1 = amin)] 4+ Plie(1 + oimin) < M < p(1 4 6)] correlation below 0.8 gives large
_ 85— O enough estimation uncertainty.
Cmax = Qmin- * amax Needs to be large enough.

* Primary disclosure risk can be eliminated
when setting «,,,;,, = 6.
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Disclosure risks and Shift

« Primary Disclosure Risk « Secondary Disclosure Risk
o (O, o) = P <|XZ- - X 5) _p <‘% - 1‘ B 5) « An issue of regression risk corr(X;, X;)
i H * Ma et al (2019) showed that a
= Plu(1 —6) < M < p(1 — amin)] + P[p(1 + amin) < M < pu(1 4 6)] correlation below 0.8 gives large
_ 85— O enough estimation uncertainty.
Qtmax — Cfmin * amax Needs to be large enough.
* Primary disclosure risk can be eliminated
when setting a,,;,;, = 6. - Shifting
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» To avoid no perturbation to X; =
0, shifted multiplicative masked data is

§ 040 4 f e o § 0.10 v '}/Z — (X,L _|_ a)M/L’
2 B g o N . 7; is an unbiased estimator of X;
< + Estimator of the sum is unbiased.
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Parameters for Optimisation

2 Parameters: a,,, a (shift)

* Regression Risk » Utility (of the sum)
Corr s o + (s @) = cov(Y;, Yy) . Cpnditional standarql error (CSE)
e \/Var(f,i)mr(m given observed {X;} is
Var(X;) Z e o2 ~
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Multi-objective Optimisation (Pareto Optimality)

Goal: minimize regression risk corr and minimize estimation error CSE

Normalisation of the measures

g(x) — min[g(z)]
max[g(x)] — min[g(z)]’

Inorm (x) -
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Goal: minimize regression risk corr and minimize estimation error CSE
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Linear weighted sum optimisation
method
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Multi-objective Optimisation (Pareto Optimality)
Goal: minimize regression risk corr and minimize estimation error CSE

Normalisation of the measures

COITnorm(Qmaz, @) =
oy ale) — minly(a)]

and
max[g(z)] — min[g(z)]’

corry (@maz, @) — minfcorry (maz, @)]

max[corras (maz, a)] — min[corras (maz, a))
CSE?wrm(arnaru a-) =

CSEM (amaz,a) — min[CSEn (cvmaz, a)]
max[CSEn (amaz, a)] — min[CSEr (amaz.a)]
Linear weighted sum optimisation
method
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= 0.5 cortpnorm(@maz.a) + 0.5 CSE,orm(tmaz. a).
The solution for minizine the combined objective
is not unique.




Real Data Illustration
2019/20 US Public Companies Accounts Payable Data of 5 companies

« Aim: to protect individual
transaction but allow total yearly
debt (sum) accurately estimated.

Scaled Density
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2019/20 US Public Companies Accounts Payable Data

« Aim: to protect individual
transaction but allow total yearly
debt (sum) accurately estimated.

Scaled Density

Accounts Payable

Company four

« Equally weighted sum optimisation
with normalisations

Qcmnbinded,c(arnams G‘,) =0.5 Corrno-rm._.c(am.a:rs a)+05 CSETLO?‘m,_C.(amGLE :

Fig. 5: 3D plot of geombinded,c (10) for five companies against aimar and a.



Results and Closing Remarks

 We selected optimal values for «,,,, and a , showed good performance in

the empirical measure of disclosure (sample correlation) and utility (relative
error of sum estimates).

Company|Optimal (e, a)|Sample Correlation|Relative Error of Sum

1 (0.914, 4.54) 0.463 0.052
2 (0.571, 65.66) 0.204 0.064
3 (0.657, 0.78) 0.623 0.018
4 0.519. 1.96) 0.586 0.01

o
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(0.373, 0.55) 0.523 0.023
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 We selected optimal values for «,,,, and a , showed good performance in

the empirical measure of disclosure (sample correlation) and utility (relative
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Company|Optimal (e, a)|Sample Correlation|Relative Error of Sum
1 (0.914, 4.54) 0.463 0.052
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3 (0.657, 0.78) 0.623 0.018
4 (0.519, 1.96) 0.586 0.01
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» Closing remarks

« Twin uniform distribution can be optimisation in term of disclosure and
utility simultaneously.

« Multi-objective optimisation with normalisation allows derivation of
optimal solutions, which is case dependent and not unique.



Thanks for your time.
poshaugh@uow.edu.au




	Optimising Twin Uniform Distribution for Multiplicative Noise Data Masking
	Multiplicative Noise for Data Masking
	Multiplicative Noise for Data masking
	Multiplicative Noise for Data masking
	Properties of Twin Uniform Noise Distribution
	Properties of Twin Uniform Noise Distribution
	Properties of Twin Uniform Noise Distribution
	Properties of Twin Uniform Noise Distribution
	Parameters for Optimisation
	Parameters for Optimisation
	Multi-objective Optimisation (Pareto Optimality)
	Multi-objective Optimisation (Pareto Optimality)
	Multi-objective Optimisation (Pareto Optimality)
	Multi-objective Optimisation (Pareto Optimality)
	Real Data Illustration
	Real Data Illustration
	Results and Closing Remarks
	Results and Closing Remarks
	Thanks for your time.�poshaugh@uow.edu.au

